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ONLINE DISTORTION: Is Canada Facing Election Interference?
Video duration – 15:24

As we move towards a federal election this fall, many voters will be influenced
by what they read online. And much of that is misinformation, distortion and
sadly, fake news. Canada is not immune to election interference. In fact,
experts say we're already being targeted. CBC's Adrienne Arsenault seeks out
those who have been tracking the threat to find out who these manipulators
are, what's driving them and what we can do to make sure we don't fall prey.
Related Content on curio.ca
Canadians, politicians targeted by foreign interference, electronic spy agency says
(The National)
• News in Review, January 2017 – Disinformation and Lies: The Dangers of Fake News
• Tracking bots in the lead-up to the U.S. midterms (The National)
• Who will win the war – Donald Trump or the media? (The National)
•
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VIDEO REVIEW
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BEFORE VIEWING
Do you remember seeing these headlines on your social media feeds?


Canada wants to take unvetted Muslim refugees detained
at US airports



Breaking: Canada will not allow single Syrian men to seek
refuge



Justin Trudeau booed at town hall as polls show horrific
approval ratings

Clickbait is a term that refers to
hyperlinks or thumbnail links that
draw a person into clicking and
reading the content attached to
it. Clickbait often uses deceptive
wording to grab your attention.

One hope is that you don’t remember them because they aren’t real news. They were put together
by content creators outside of Canada as either clickbait to generate ad revenue or as political
fodder to seed division among Canadians. Let’s focus on both motives: why would content creators
target Canadians to advance their agenda? How easy do you think it would be to sway Canadians
using fake news stories? What is it about the specific headlines listed above that would attract
certain Canadians to follow the links to the stories?
Online Distortion: Is Canada Facing Election Interference?
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WHILE VIEWING
1. Unlike the United States, Canada doesn’t have to worry about online election interference from
foreign powers. ❑ TRUE or ❑ FALSE
2. McGill University’s Taylor Owen describes people using the digital and social infrastructure that
we’ve built as:
❑ a) Happy and sad

❑ c) Divided and conquered

❑ b) Enraged and engaged

❑ d) Intelligent and ignorant

3. Thanks to the efforts of CBC journalists Jeff Yates and Roberto Rocha, three nations have been
identified as targeting Canadian voters in an effort to seed division:

❑ a) The U.S., Great Britain, France
❑ b) Germany, Italy, Japan
❑ c) Austria, Germany, Russia
❑ d) Iran, Russia, Venezuela
Online Distortion: Is Canada Facing Election Interference?
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4. The two issues that outside powers are using to divide Canadians are immigration and pipelines.
❑ TRUE or ❑ FALSE
5. Adrienne Arsenault had no trouble finding staff at the Buffalo Chronicle when she went to visit
them in downtown Buffalo. ❑ TRUE or ❑ FALSE
6. According to Jeff Yates, one of the fabricated Buffalo Chronicle stories was:
❑ a) Shared 1900 times
❑ b) Received around 7 400 interactions (likes, comments, shares)
❑ c) Shared by the National Conservative News Network and Ontario Premier Doug Ford
❑ d) All of the above

7. The problem with clicking on a false news story is that more of them will show up on your feed
because the social media platform algorithms are set to find things that may interest you.
❑ TRUE or ❑ FALSE

Online Distortion: Is Canada Facing Election Interference?
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8. Early Facebook investor Roger McNamee believes governments need to:
❑ a) Call Facebook’s bluff and take them to task for allowing algorithms that amplify negative
messages.
❑ b) Back off Facebook because they are doing their best.
❑ c) Acknowledge that Facebook is just too big to get in a fight with.
❑ d) Fund Facebook’s efforts to stop rumours and false stories from circulating on their
platform.
9. According to Taylor Owen, what is the emotion that motivates people the most:
❑ a) Sadness

❑ c) Happiness

❑ b) Anger

❑ d) Fear

Online Distortion: Is Canada Facing Election Interference?
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TALK
PROMPTS
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TALK PROMPT #1
Consider pausing the video and giving students the
opportunity to talk to an elbow partner for a few
minutes or use these questions as part of a class
discussion.
Pause the video after after CBC’s Jeff Yates
says, “People are still manipulatable by using
polarizing topics online. So, could it happen
here? Yes, it could” @ 05:30 –
1. Name the three countries that Yates and Rocha identify as targeting the social media
accounts of Canadians. Why are these nations trying to influence Canadians?

2. What potential problems could Canadian voters face in the election scheduled for the fall
of 2019? How vulnerable are Canadians to online distortion?

Online Distortion: Is Canada Facing Election Interference?
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TALK PROMPT #2
Pause the video after Jeff Yates says, “So, once
again, if you’re going quickly this might look
legitimate, if you’re not asking yourself the
right questions. But if you take a couple of
seconds to actually think critically about this,
it doesn’t stack up, it doesn’t make sense.”
@ 08:50 –
1. Why should readers be skeptical about
things they read from the Buffalo Chronicle?
2. What do you think of the Buffalo Chronicle’s response to the CBC’s request for an
interview?
3. How much influence does the Buffalo Chronicle have on the people who click on their
articles?
Online Distortion: Is Canada Facing Election Interference?
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TALK PROMPT #3
Play the video until the end,
@ 08:51 to 15:24 –

1. Why weren’t the people at Facebook
interested in the information brought
forward by Craig Silverman of Buzzfeed?
2. What does one-time Facebook investor
Roger McNamee think should be done to
hold the social media company to account
for not making more of an effort to stop online distortion? Do you think his idea could
work? Is it even practical?

3. Which emotions are the purveyors of online distortion trying to arouse in Canadians?
Why have they targeted these particular emotions?

Online Distortion: Is Canada Facing Election Interference?
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AFTER VIEWING
Describe the motives of Venezuela, Russia and Iran in their campaigns of online distortion that are
targeting Canadians. Consult an online source to bolster your response.

Online Distortion: Is Canada Facing Election Interference?
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The digital and social infrastructure that we've built, the
Facebooks and the Twitter and Google infrastructure, is
pretty much the same as it was two years ago. What's
wrong with this infrastructure is that it is calibrated for
engagement so that the more people are enraged and
engaged and ultimately divided on these sites, the more
they use them. And the more they post. And the more
they share – which is ultimately good for the platforms
and the business model of the platforms. And that turns
out as a highly manipulatable mechanism for political
speech, which can divide us in clear ways.
– Taylor Owen, McGill University

THE STORY
MINDS ON
Arif Virani, the parliamentary
secretary to Democratic
Institutions Minister Karina
Gould, recently commented
on the overarching strength of
social media companies. He
said, “These are behemoths
that have balance sheets
larger than the GDPs of many
nations on this earth. Who’s
kidding who…We’re having
issues with holding these
platforms accountable. We

recognize that and, as
Minister Gould has
also said, the era of selfregulation is clearly
coming to an end.”

Virani and Gould are
specifically concerned
about the lack of willingness of
social networks like Facebook
to prevent false and
inflammatory news stories
designed to incite extreme
emotions to emerge on their
platform, particularly in the
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lead up to the next election.
The danger would be that
Canadians would head to the
ballot box with a false notion
of the motives of political
parties and politicians. Many
experts believe that companies
curio.ca/newsinreview
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like Facebook can tweak their
algorithm to prevent online
distortion.
What do you think? Is it time
for the government to pass
laws to regulate social media
to prevent the dissemination
of fake news stories? Are the
social media networks
responsible for the
irresponsible actions of some
of their users?
The stuff of spy movies
Cyberattacks designed to
destabilize Canada’s

destabilize Canada’s
democracy. It seems like the
stuff of spy movies but,
according to the Canadian
government, Canada is a
target and foreign actors are
looking to cause as much
disruption as possible as
Canadians head to the polls in
October 2019.
Profit
The question is: Why? Well
there are a number of reasons
that other nations might want
to influence Canadians. The

Online Distortion: Is Canada Facing Election Interference?

first motive is profit. Internet
profiteers know that if they
can create provocative stories
that arouse an emotional
response — and manage to get
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these stories to appear on
social media platforms like
Facebook — people will click
on the stories. In other words,
people will take the “clickbait”
and follow the story and read
it, not really caring whether
the story is true or not. While
reading the story, ads will
appear and, if the reader clicks
on the ad, the creator gets
paid for displaying the ad on
the web page. The more ad
clicks, the more money the
creator gets paid and this can
be very profitable. Since online

news traffic is higher around
election times, the likelihood
of making more money is
greater.
Destabilizing democracy
The second motive is much
more sinister. Foreign actors
might be inclined to try to
destabilize Canadian
democracy. Their motives for
doing so could be innocuous
(they do it because they can)
or malicious (a kind of cyberwarfare). Russia has been
implicated by more than

Online Distortion: Is Canada Facing Election Interference?

a few Western democracies
for trying to wreak havoc on
democratic institutions.
Whether it is Russia or some
other foreign entity, people
attempting to meddle in
domestic affairs will create
content that arouses an
emotional response to create
division among Canadians.
One way of doing this is to try
and discredit politicians. For
example, in 2017, a story
saying that Foreign Affairs
Minister Chrystia Freeland’s
grandfather was a Nazi got a
curio.ca/newsinreview
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lot of traction before cybersleuths were able to link the
story back to a nefarious
Russian source. Similarly, in
2018, federal NDP leader
Jagmeet Singh was the subject
of a fake news story that
claimed he was part of a Sikh
extremist organization and
that he was wanted on
terrorism charges in 15
countries. The fabricated story
came out prior to Singh’s
campaign for a seat in
parliament and was shared
almost 6 000 times. People

working in the world of online
distortion target political
parties and political
philosophies in much the same
way. They seek to ignite
passion and polarize the
electorate. They even
endeavour to exploit voter
databases — whether partybased or government-based —
to disseminate misinformation
and, in some cases, send
people to the wrong polling
station on election day.

Online Distortion: Is Canada Facing Election Interference?

Social media
One of the chief vehicles for
gathering data and spreading
misinformation are social
media platforms like Facebook.
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Canada believes that Facebook
should be doing a better job of
adjusting their algorithms to
identify and eliminate fake
news sites. This is why Canada
joined an international
cooperative called the
Transatlantic Commission on
Election Integrity (TCEI). Former
Justice Minister Allan Rock is
Canada’s representative on the
commission and he recently
spoke candidly about
Facebook’s seeming
unwillingness to self-regulate
its platform.

Because of this, the TCEI is
calling for government
regulation of social media with
one proposal suggesting that
senior corporate leaders be
held personally liable if their
company does not comply
with proposed regulations.
The reasoning behind the
scheme deals with the fact
that cash-rich outfits like
Facebook, Instagram and
Twitter will gladly pay fines —
even in the millions of dollars
— rather than invest in
modifications to their

Online Distortion: Is Canada Facing Election Interference?

algorithms. However, if fines
or imprisonment are levied
against the people in charge,
remedial action may be
swifter.

With election day on the
horizon, Canadians need to be
vigilant as the trolls, bots and
engineers of misinformation
try to influence the way
people think, feel and vote.
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TO CONSIDER
1. What motivates groups
that want to spread
misinformation among
Canadians?
2. How would foreign agents
try to destabilize Canada’s
democracy?
3. Why is Facebook
considered a culprit in the
spread of disinformation?

Online Distortion: Is Canada Facing Election Interference?
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ACTIVITY: Why don’t they like us?
Not that popular
While Canadians like to think of themselves as
that easy going, multicultural, welcoming,
peacekeeping and peacemaking friend of
everyone, some countries don’t really share this
perspective. This is why you better watch your
feed for stories that seem fake. Here are a few of
the countries that are not huge fans of Canada:
RUSSIA: No ally of democracy, Russia famously
flooded the U.S. electorate with misinformation
that may have influenced voters in the direction
of Donald Trump. They did this by employing
computer programs called bots that penetrated
the social media accounts of millions of

Americans prior to the election. With the October
2019 Canadian election pending, Canada has to
be ready for the Russians. Recent sanctions
against Russians under the Justice for Victims of
Corrupt Foreign Officials Act and the expulsion of
four diplomats (who the government identified
as spies) puts Canada squarely in the crosshairs of
Russian hackers committed to disrupting,
influencing and undermining the stability of
Canadian democracy.
CHINA: While China has not been implicated in
the same way Russia has in the realm of online
distortion aimed at Canadian politics, this global
superpower is not very happy with Canada at the

Online Distortion: Is Canada Facing Election Interference?
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present time. Last year’s arrest of Huawei
executive Meng Wanzhou drew the ire of the
Chinese government — especially because the
arrest took place at the behest of the U.S. who
have Wanzhou slated for indictment. Canada
was compelled to arrest Wanzhou as part of
Canada’s extradition obligations to the U.S.
Whether China would retaliate via some kind of
cyberattack is a matter of speculation.
Nonetheless, Canada would be wise to remain
vigilant.
SAUDI ARABIA: Canada has been an outspoken
critic of the human rights record of Saudi Arabia
in recent years. Saudi Arabia has fired back by
denying travel and student visas and disrupting

Canadian trade to their nation. Whether this
would translate to a cyberattack is — again — a
matter of speculation.
VENEZUELA: The regime of President Nicolás
Maduro has been in chaos for years and Canada,
seeing the humanitarian crisis brought on as a
direct result of Maduro’s policies, has imposed
sanctions on Venezuela — most recently against
43 high-ranking officials. The work of the CBC’s
Jeff Yates and Roberto Rocha has identified
Venezuelan sources as spreading online
misinformation in Canada. While the motive of
these sources is likely profit in the form of
clickbait induced advertising, Canadians still need
to be on guard against potential election
interference.

Online Distortion: Is Canada Facing Election Interference?
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IRAN: Canada has long had a strained
relationship with Iran. From the establishment
of the Islamic Republic in 1979 (when Canada
famously helped ferry U.S. hostages out of the
fledgling country) to today, Iran and Canada
cannot seem to develop a working relationship.
One of the problems is the use of sanctions
against Iranians under the Justice for Victims of
Corrupt Foreign Officials Act. It seems that
Canada’s efforts to normalize relations are
constantly thwarted by Iranian human rights
abuses, often against Canadians visiting their
country. This is why Canadians need to be wary
of potential online distortion attempts
emanating from Iran.

One VERY important note: none of the
countries listed above have made any specific
cyber threats against Canada. In fact, a
collection of Canadian security agencies said
they were unable to detect any direct threats in
the lead up to the election. While the Russian
government has been implicated in
cyberattacks against some of our allies, the
other nations have not. Regardless of the
source from which cyberattacks emanate,
Canadians need to employ a critical eye when it
comes to the content they read on their media
and social media feeds.

Online Distortion: Is Canada Facing Election Interference?
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address? Does the website use an ending
other than .com or .ca?

TASK: Train yourself to detect fake news
1. Review your social media feed and see if you
can find any potential fake news stories. If
that doesn’t work, conduct an internet search
using a phrase like “top fake news stories.”
2. Determine what it is about the story you have
decided to review that indicates it is fake.
Here are some helpful hints to help you:

● Read the article or view the video
critically. Is there something that jumps
out at you that makes the story seem
fake?
● Take a look at the web address or URL.
Does it come from a source that you
recognize? Are there spelling errors in the

● Is anyone else covering the story? If it is a
one-source story, it is likely fake.
● Does the story use facts and quotes from
reputable source or does it lean on vague
language like “someone close to the prime
minister” to hook you into the story?
● Look to see if images or video are doctored in
any way. Consult Google Reverse Image
Search if you think this will help.
● Using your critical thinking skills, determine if
the story sounds unbelievable. If it feels
wrong, it probably is, and you can use the
steps above to verify the truth or falsity of
the story.

Online Distortion: Is Canada Facing Election Interference?
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