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MINDS ON 

You are at home and have just 

finished your homework when 

you get a text from a friend 

asking if you are all right. You’re 

a little surprised your friend 

should ask because you just saw 

the person in school a few hours 

ago and everything was fine. You 

tweet back that all is okay and ask 

why your friend has asked. The 

friend says that she received an email from your 

account indicating that you had lost your wallet 

and were in desperate need of money to pay off 

some bills. You quickly realize your email has 

been hacked! 

This is a too common occurrence and has now 

reached beyond individual cases to include 

major state-funded hacking. In December 2014 

the Sony Corporation was hacked and a number 

of emails and files were accessed and posted 

online. Suspicion feel on North Korea but is that 

country really to blame? Does this type of 

hacking mean that no files are safe? Is 

technology failing to protect individual and 

corporate privacy? 

WHO IS TO BLAME? 

Once the Sony hacking was discovered 

immediate suspicion feel on North Korea. The 

North Koreans had denounced the Sony-

produced comedy movie, The Interview, that 

depicted the assassination of the North Korean 

leader. The North Koreans vowed revenge.  

Some computer experts indicated that the 

method used to hack Sony was similar to that 

used by the North Koreans in earlier hacking 

attempts. Also the experts noted that the files 

infecting Sony were in Korean. Other tech 

commentators, however, noted that this attack 

was different because it included skeleton 

images and purported to be sponsored by The 

Guardians of Peace. In addition it would be very 

easy for individual hackers, such as disgruntled 

former Sony employees, to use Korean as a 

means of disguising their identity.  

Does North Korea have the capability to conduct 

such a hack or could it be individuals who 

oppose Sony’s business practices and have used 

North Korea as a shield? 

Malware 
Technology specialists identified malware — 

that is, a program that can take over a 

computer’s mainframe, overwrite files and 

make it impossible to retrieve the data. This 

malware used a commercially available product 

that is meant to allow administrators to 

securely delete old files or to access memory. 

Can hacking be beneficial? 
One of the messages sent by the hackers was a 

criticism of Sony’s poor security systems. The 

culprits bragged how easy it was to hack into the 

server and disable Sony’s network. This was a 

warning to all companies and governments to 

review their security features. In fact some 

governments and corporations hire hackers to try 

and penetrate their systems for any possible 
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vulnerabilities. This results in constant 

improvements to security systems. 

Besides challenging institutions to review their 

safety protocols, it has been suggested that 

hacking has actually leveled the playing field in 

international espionage. It is now possible for 

smaller nations to conduct spying operations 

similar to those of the United States, Russia, 

China and Iran. Are these countries being 

hypocritical when they denounce other nations 

for military and commercial espionage? 

Hacking on a more personal level 
The scenario presented at the beginning of this 

piece has happened to many people and often 

becomes more an irritant than a major crisis. 

Hackers now, however, are becoming more 

aggressive. Recently individuals have received 

emails that include attachments which are 

opened by the recipient. The computer is then 

infected by a virus called ransomware. It 

encrypts the files and locks out the owner. The 

individual is then contacted and told he has a 

limited amount of time to deposit a certain 

amount of bitcoin or face losing the data. 

Bitcoin is digital currency used to buy items 

peer-to-peer with no intermediaries. It has no 

administrative fees and is anonymous. You set 

up an account and link it to your bank. You can 

purchase bitcoin but you need to be aware that it 

is not government secured and has been used by 

organized crime to launder money obtained 

through illegal actions. 

Another example of how hackers can 

compromise an individual’s privacy occurred in 

2014 when private photographs of actor Jennifer 

Lawrence were accessed from her phone and 

posted online. Ms. Lawrence denounced the 

hacking as a personal violation. Is there a way to 

protect individuals from such activity? 

Responses to hacking 
In light of highly publicized hacking more 

research is being conducted to protect individual 

and corporate computers. The American 

company Chipmaker Intel is developing 

technology that will replace passwords with 

facial-recognition programs. The user would 

download the app True Key, register and take a 

picture using a cell phone or webcam. The app 

will record your face and allow you to access 

your websites without using a password. There 

are also eye-recognition software programs 

which not only allow you to access sites without 

passwords but also allows a user to look at a 

screen to open apps, sites and files — just by 

looking at them! 

A more extreme response to hacking has come 

from individuals who call themselves Luddites 

or neo-Luddites. These individuals claim that 

society has become so dependent on technology 

that individuals are susceptible to illegal and 

unethical actions. They warn that technology 

could result in cyber warfare among nations as 

well as terrorist attacks on sensitive sites such as 

energy and military sources. 

Luddites 
Luddites were factory workers in 19th-century 

England opposed new machinery that would 

replace them. Some attacked the machines and 

were arrested; others were executed. The term 

now refers to those who oppose massive 

technological dependency by corporations and 

individuals. 

Have we come to the stage where perhaps we 

are too reliant on technology? Should we 

consider going back to typewriters and fax 

machines to maintain privacy? Are the Luddites 

on the right track?  
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VIDEO REVIEW 

Pre-viewing 

1. Has your computer or email program been hacked or have you been a victim of any technological 

abuse? What happened? How did you deal with the incident? 

 

 

2. A number of hacks have been conducted by tech-savvy teenagers. Why would someone want to engage 

in such destructive and illegal activity? 

 

 

While viewing 

1. Could hacking reduce the frequency and content of private emails? Why or why not? 

 

2. Should Sony have cancelled screenings of the movie The Interview? Do you agree with the reversal 

of their decision? Why or why not? 

 

 

3. If the Sony hackers offer their services to advise on how to protect corporate systems, should 

companies hire them? Why do you agree or disagree? 

 

 

4. Why do some American commentators feel the United States has to respond to the Sony hack? Would 

a response increase the danger of international hacking? 

 

 

5. Are countries such as the U.S., China and Russia being hypocritical when they complain about 

international hacking considering they have also engaged in such activity? Explain. 
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Post-viewing 

1. Inquiry Question: Has the American government enough evidence to identify North Korea as the 

source of the Sony hack? 

After reviewing the information presented in the video and this guide’s introduction to the story, fill 

in the following organizer: 

Evidence that incriminates North Korea 
Evidence that throws doubt on  

North Korea as source 

  

  

  

  

After you complete the organizer, review the evidence and apply the following criteria to your sources: 

Criteria for evaluation evidence 

Source 
Where did it come from? 

 

Objective 
For what purpose was it created? 

 

Usefulness 
Is it relevant to the question under investigation? 

 

Reliability 
Is it accurate, unbiased and reliable? 

 

Context 
Is it supported by other evidence? 

 

Evidence 
What does it prove? 

 

Source: Watt, Jennifer and Colyer, Jill (2014). IQ: A Practical Guide To Inquiry-Based Learning. Oxford Press. 

Now how would you answer the inquiry question? 
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2. How many passwords have you created? What ways would you suggest to protect passwords? 

 

Compare your safety tips to those developed by computer experts: forbes.com/sites/jameslyne/2014/ 

01/31/yahoo-hacked-and-how-to-protect-your-passwords/. How do they compare? 

 

 

3. Scenario: In the aftermath of the Sony hack and increasing attacks on personal computers, your 

school decides it is necessary to help students protect themselves. You have been asked, along with 

your peers, to suggest safeguards that students should be taught to protect their privacy and safety. 

a) At what age would you suggest students be taught safeguards? 

 

b) What safeguards would you recommend? 

 

c) What communication strategies might you use to get your message across to other students? 

 

4. Some groups have warned society about the possible invasive nature of technology. Read the 

following quote from a Huffington post article on neo-Luddites: 

“A key theme is that the technological inventions and the technical systems that support those 

inventions have evolved to control, rather than to facilitate, social interactions. The upshot is that the 

breadth and depth of technological change in modern society threatens the essence of humanity.” – Geoffrey Pointras, Faculty of Business Administration, Simon Fraser University 

huffingtonpost.com/2014/01/17/life-without-technology-t_n_4561571.html 

a) In your own words paraphrase the quote. What is the speaker saying? 

 

 

b) Do you agree or disagree with the quote? Why? 

 

c) How can society balance the use of technology to avoid the threat mentioned in the quote? 

 

 

http://www.forbes.com/sites/jameslyne/2014/01/31/yahoo-hacked-and-how-to-protect-your-passwords/
http://www.forbes.com/sites/jameslyne/2014/01/31/yahoo-hacked-and-how-to-protect-your-passwords/
http://www.huffingtonpost.com/2014/01/17/life-without-technology-t_n_4561571.html



